Progress in quantum computers and their threat to conventional public key infrastructure is driving new forms of encryption. Quantum Key Distribution (QKD) using entangled photons is a promising approach. A global QKD network can be achieved using satellites equipped with optical links. Despite numerous proposals, actual experimental work demonstrating relevant entanglement technology in space is limited due to the prohibitive cost of traditional satellite development. To make progress, we have designed a photon pair source that can operate on modular spacecraft called CubeSats. We report the in-orbit operation of the photon pair source on board an orbiting CubeSat and demonstrate pair generation and polarisation correlation under space conditions. The in-orbit polarisation correlations are compatible with ground-based tests, validating our design. This successful demonstration is a major experimental milestone towards a space-based quantum network. Our approach provides a cost-effective method for proving the space-worthiness of critical components used in entangled photon technology. We expect that it will also accelerate efforts to probe the overlap between quantum and relativistic models of physics.
INTRODUCTION
Existing secure communication schemes rely heavily on public key cryptographic techniques. The security of the public key infrastructure relies on the assumed difficulty of prime number factorisation. A breakthrough in efficient classical algorithms or a realisation of a quantum computer which can run quantum algorithms with an exponential speedup can compromise the security assurances of existing public key systems.
An alternative secure communication 1 method can be achieved using private symmetric encryption keys. The practical implementation of symmetric key distribution in a quantum-safe manner can be expensive due to its key management and distribution problem. The distribution problem may be overcome if keys can be generated automatically at a distance by the use of quantum signals. The family of techniques for achieving this via quantum communication is collectively known as Quantum Key Distribution (QKD). Amongst these methods, entanglement based QKD 2 is a promising approach where security can be traced back to fundamental quantum mechanical correlations.
The state of the art in QKD demonstrations with entangled photons are limited to metropolitan area network distances 3 mainly due to fiber losses, atmospheric effects and line of sight problems (in free space) 4 . A number of proposals have been put forward to extend the range of QKD, and the most technologically mature solutions rely on satellites equipped with optical links 5, 6 .
In particular, when the satellite carries an entangled photon source, it can beam these photons to a ground receiver. In such a case the satellite acts as a trusted node between two ground stations. A symmetric key is first established between one ground station and the satellite. The satellite then proceeds to establish a second key with the next ground station. This second key can be used to transmit the first key securely (e.g. with an XOR operation) to the second ground station so that a final common key can be shared between two distant sites.
Progress in an actual space deployment has been hindered by the prohibitive development cost of traditional satellite programmes. Over the last decade a large and growing industry has emerged around highly miniaturised nanosatellites called CubeSats 7 . We propose that CubeSats are capable of hosting entangled photon sources and may even be able to facilitate space to ground QKD demonstrations 8, 9 . As the first step in a proposed series of CubeSat missions, we have launched a pathfinder experiment 10 containing the necessary opto-electronics components required to build entangled photon sources. In this paper we report our observations on a correlated photon pair source on board the Galassia 11 CubeSat which has been in operating in an equatorial orbit since December 2015.
THE SMALL PHOTON PAIR SOURCE
The goal of the first pathfinder mission is to raise the technology readiness level of essential opto-electronics components (such as laser diodes and single photon detectors) and to check the crystal alignment and assembly techniques required to build entangled photon sources for space-based quantum communication. The performance of all these components can be checked by observing the rate, and the quality of the polarization correlation, of photon pairs generated and detected on board the pathfinder spacecraft. A source of correlated pairs of photons is sufficient to monitor these aspects of the design under space conditions. Furthermore, a correlated photon source can typically be extended to generate high quality entangled photons with the addition of extra components such as retardation crystals 12 .
In order to conduct quantum optics experiments on board CubeSats, the correlated photon source must be miniaturized, and its control electronics need to be made power efficient. Typical bench top photon pair sources have to be re-designed to fit the CubeSat form factor, and all the control electronics must operate with less than 2W of power (for a 1U CubeSat). Such an electronics platform has been developed and reported previously 13 .
The selected design for the quantum light source uses Spontaneous Parametric Downconversion (SPDC) 14 to generate correlated photons. In the SPDC process a pump photon interacting with a nonlinear crystal is sometimes split into two daughter photons while obeying momentum and energy conservation. These daughter photons share correlations in polarisation, energy and time, which can be put into a superposition state to achieve entanglement 15 . The correlated photon pair source is based on collinear, Type I SPDC geometry with non-degenerate wavelengths. Figure 1 A wavelength stabilised laser diode (at 405 nm) is used to pump a beta Barium Borate (BBO) crystal to generate collinearly emitted, polarisation correlated photon pairs at non-degenerate wavelengths (760 and 867 nm). A liquid crystal based polarisation rotator and a polarizing beam splitter act as an adjustable polarisation analyser. The required polarisation setting is achieved by changing the retardation of the liquid crystal using a DC balanced electrical signal. These liquid crystal devices are preferable to mechanical rotators which may affect the CubeSat's attitude control system. Single photon detection is performed using Geiger mode avalanche photo diodes (GM-APDs) configured to operate with passively quenched circuitry.
The design of the flexure stage which is used to align the BBO crystal is shown in Figure 1 (b) . The steel structure has two adjustment screws for tip tilt alignment of the crystal. Once the correct alignment is achieved the screws are glued to the flexure stage. The operation of the flexure stage is critical as the BBO's crystal axis has to be maintained at 28.8 0 with respect to the pump beam with a +/-100 µrad angular tolerance in order to maintain a good polarisation contrast.
NANOSATELLITE INTEGRATION & TESTING
The correlated photon source was integrated with the Galassia 11 CubeSat. The form factor for the final device was 10x10x3.8 cm 3 , drawing an average power of 1.3 W during experiments, and had a total mass below 250 grams. The completed spacecraft underwent a series of environmental tests before launch.
The test campaign started with a series of vibration tests. Both sine and random vibration tests were performed on three orthogonal axes which were defined according to the mounting directions of the spacecraft within the launch vehicle 11 . All the sine sweep tests were performed at 4.5 g (5-100 Hz) and random vibration tests were conducted at 6.7 g rms (20-2000 Hz). The post vibration performance of the correlated source showed no misalignment and no degradation of the opto-electronics. 
IN ORBIT CORRELATIONS
Since Galassia has been placed in orbit in December 2015, the correlated source has been activated four times. The experimental conditions and observations for the four different trials are summarized in Table 1 . Table 1 . Summary of the operating conditions for each in-orbit experiment. In Expt 2, only the GM-APDs were activated to observe the rate of background counts, and no experiment was conducted on the correlated photon source. The source brightness (photon pair coincidences observed per second) in Column 7 is corrected for accidental coincidences. The background rate for both GM-APDs prior to launch (where the temperature was above 24 C) were approximately 11,000 and 15,000 events per second. The GM-APDs are not cooled in the Galassia instrument. In all experiments housekeeping data, such as the temperature of the optical system, are first collected. The GM-APDs are then switched on for 3 minutes to observe the rate of background counts. Depending on the choice of experiment, the experiment may proceed to collect polarization correlation data.
The background counts are collected in order to assess the level of radiation damage accumulated in the GM-APDs. A model had been constructed previously that estimates the rate of increase of radiation damage in equatorial orbits. However, in-orbit radiation models are notoriously inaccurate, and the Galassia experiment represents a chance to collect inorbit data for fine-tuning future models. The increase in background rates over 261 days in orbit is shown in Column 4 of Table 1 . The rate of increase is approximately double the rate predicted by our original model 16 , and will continue to be monitored in future experiments. Stray light has been ruled out as a cause since Galassia carries no internal light source, and the increased rate persists even when the instrument is operated in the Earth's eclipse (Expt 2). Despite the increase in dark count rates, the correlation experiments continue to operate. This is not surprising, because in correlated photon experiments, the actual signal is determined from a coincidence measurement between the output of two GM-APDs. This enables the rate of accidental correlations to be determined, and to be subtracted, providing the actual rate of photon pair correlations.
The rate of accidental correlations can be estimated using the equation S1 x S2 x T. The values of S1 and S2 are the individual background rates at the GM-APDs, and T is the coincidence time window. The nominal value for the time window is 3.8 ns, but is estimated to have reduced due to radiation damage on electronics components after Galassia has spent time in orbit. This was deduced by using the background rate data collected in the first 3 minutes of any experimental run, and observing the average rate of accidental coincidences in that period. These rates for Expts 3 & 4 are reported in Table 2 . Table 2 . Estimated coincidence time window for different experimental runs aboard Galassia. Expt 1 is not included as it had spent only slightly over a month in orbit, and no degradation in the time window was detected. Expt 2 is also not used as the count rates were low, and had a larger associated error. The time window is the sum of the temporal width of pulses that enter the coincidence circuit. The instrument on Galassia shapes the output from the GM-APDs into 1.9 ns pulses that are registered on a coincidence gate (Figure 2 ). It is hypothesized that the pulse shaping circuit may be degrading with exposure to the in-orbit environment. It is likely that the rise time of the pulses being generated are becoming less steep, effectively reducing the temporal width of the pulse and hence the coincidence time window. Polarisation rotation angle (rad)
The polarization correlations for each experimental run are presented in Figure 3 . As this is a correlated photon pair source, the polarization dependence between the photons is expected to obey Malus' sinusoidal law (fitted lines in Figure 3 ). The contrast is very high, similar to what is observed on the ground. This can be used to deduce that the liquid crystal polarization rotators have not degraded in space. Table 3 summarizes the observed and accidental corrected brightness of the source for the three in orbit experiments. The new coincidence windows based on Table 2 have been used to correct for accidentals (Expt 3 & 4). Table 3 . Summary of the observed rates at the GM-APDs, and the rate of detected (raw) and corrected coincidence rates. The photon pair source is brighter for Expts 3 and 4 because of the lower operating temperature that enabled the flexure stage holding the crystal to reach a better position that enhanced the SPDC phase matching process. The correlated source on Galassia is fully operational after 261 days in orbit. The performance of essential components in any future space-based quantum communication experiment has been tested in a real environment. Most components show little degradation despite being conventional commercial-off-the-shelf devices not specifically optimized for use in space. The GM-APDs have shown the greatest sensitivity to radiation as expected, and the data collected from Galassia will be used to investigate additional measures to improve the radiation tolerance of the detectors. One approach is to use detectors that have a smaller active area.
SMALL PHOTON ENTANGLED SOURCES ROADMAP
Using the lessons gleaned from the Galassia mission, work has started on the development of an entangled photon pair source based on a similar optical, mechanical and electronic design. Currently an improved flexure stage design is being studied to reduce sensitivity to temperature. New driving circuits are being designed for the liquid crystal polarisation rotators to reduce their response to temperature variation. The increase in background counts of GM-APDs can be mitigated by incorporating radiation shields (e.g. thicker Al shields) into the optical housing.
These changes are expected to be incorporated into a series of upgraded entangled photon sources. These sources will be hosted on dedicated 3U CubSats that we have named SpooQySats, that are currently being designed 17 . Table 4 summarises the specifications of the different generations of photon sources. Successful orbit operation of an entangled source with SpooQy-1 will lead to SpooQy-2 where a high performance entangled source will be demonstrated, with brightness sufficient to overcome the predicted optical losses 18 in space-to-ground optical down links, in future QKD demonstration missions. Table 4 . Comparison of the source on Galassia with the upgraded sources expected to fly on SpooQySats. The efficiency parameter defines the ratio of photon pairs to single photons produced and detected by the photon source. The brightness of the source is after correcting for accidentals.
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